
Foundations of Application  
Security with Cole Cornford
Stop Fixing Security After You Ship

Course Highlights

	 2-Day In-Person Training

	 Hands-On Labs & Exercises

	 Real Engineering Workflows

	 Secure Coding & DevSecOps

	 Threat Modelling & Secure Design

	 Led by Cole Cornford

Build secure software that holds up in production.

This advanced two-day, hands-on course gives 
engineering and security teams the practical skills 
to identify vulnerabilities earlier, integrate security 
into development workflows, and build secure-by-
design applications without slowing delivery.

Led by Cole Cornford, Founder of Galah Cyber and 
one of Australia’s most recognised application 
security leaders, this course combines live exercises, 
practical remediation, DevSecOps workflows, and 
real-world implementation strategies used by 
modern engineering teams.

Investment

Individuals: $1980 per person  

Students: $990 per person
includes GST



Build Security Into Engineering  
Workflows From Day One

Modern software teams are shipping faster than ever, but security  
still too often happens after deployment.

This course is designed to help engineering teams embed practical 
application security capability directly into their development 
lifecycle, reducing rework, improving engineering confidence, and 
strengthening operational resilience.

Rather than focusing purely on theory, this course delivers practical 
implementation strategies that teams can immediately apply inside 
real-world environments.

Who Should Attend

	 Software Engineers

	 Security Engineers

	 DevOps Engineers

	 Cloud & Infrastructure Teams

	 Technical Managers

	 Startup and Scale-Up Engineering Teams

	� Teams introducing or maturing application 
security practices

Why This Course Exists  
+ Who Should Attend

Not Recommended For

	 Non-technical audiences

	 Executive-only attendees



What You’ll Need Before Attending

Participants are expected to have:

	 Practical experience in software development

	 Strong computer science fundamentals

	 Experience using git workflows and repositories

	 Familiarity with package managers and containers

	� Ability to run local tooling and unfamiliar codebases

	 A personal computer with Docker or Python3 installed

	� Reliable internet connectivity during labs

Students without a strong engineering background may struggle with 
advanced practical exercises.

What You’ll Walk Away With

By the end of this course, participants will be able to:

	 Interrogate source code repositories for vulnerabilities

	 Apply secure coding techniques to reduce common security flaws

	 Build and integrate DevSecOps workflows

	 Conduct practical threat modelling exercises

	 Design secure-by-default applications and systems

	 Evaluate and deploy application security tooling

	 Improve vulnerability management and remediation workflows

	 �Align security practices with engineering velocity and  
operational goals

Prerequisites +  
Learning Outcomes



MODULE 1

Foundations of Application Security  
& Threat Modelling

Spot Risk Before It Becomes Rework

Topics Covered

•	 �Introduction to modern application security

•	 �Why AppSec matters in modern engineering

•	 �Dev → DevOps → DevSecOps evolution

•	 �Delivering security at speed and scale

•	 �Threat modelling frameworks

•	 Four Questions framework

• 	STRIDE methodology

•	 Attack Trees

•	 AI contextualisation and adoption

•	 Real-world case studies

•	 �Practical threat modelling exercises

MODULE 2

Secure Coding – Theory & Practical

Write Secure Code Without Slowing Delivery

Topics Covered

•	 �Injection vulnerabilities and attack vectors

•	Authentication and authorisation flaws

•	OAuth, OIDC, SSO, MFA and IdPs

•	Safe file handling

•	Misconfigurations and secrets management

•	Cryptographic configuration and security headers

•	Secure coding frameworks

•	Practical Birdhouse remediation exercises

•	 Identifying and remediating vulnerabilities in live environments

Course Curriculum
Practical Learning Across the Full  
Application Security Lifecycle



MODULE 3

Application Security Testing

Test What Matters

Topics Covered

•	 ��SAST

•	SCA

•	SBOM

•	Secrets scanning

•	DAST and IAST

•	 Infrastructure as Code testing

•	Penetration testing workflows

•	Bug bounty programs

•	AI-enhanced AST

•	Pipeline integration

•	Performing assurance with AST tooling

MODULE 4

Secure by Design & Scaling Application Security

Design Systems Secure by Default

Topics Covered

•	 ���Least privilege principles

•	Attack surface reduction

•	Blast radius reduction

•	Zero Trust approaches

•	Trust boundaries and environment parity

•	Fault tolerance and reproducibility

•	Supply chain management

•	Observability and monitoring

•	Security Champions programs

•	Collaboration between engineering and InfoSec

•	Metrics and program maturity

•	Scaling application security capability

•	Enterprise and startup case studies



MODULE 5

Vulnerability Management & Program Design

Build Repeatable Security Capability

Topics Covered

•	 ����Vulnerability management workflows

•	 ����Risk matrices and prioritisation

•	 ����CVSS, EPSS, KEV and VEX

•	 ����Mapping risk to internal environments

•	 ����AI-enhanced remediation and triage

•	 ����Building developer security programs

•	 ����Aligning security with engineering workflows

•	 ����Designing scalable AppSec programs

•	 ����Case studies across SaaS, Government, Telco and Financial Services



Meet Your Instructor

Cole Cornford — Founder & CEO, Galah Cyber

Cole Cornford is one of Australia’s most recognised leaders in 
application security.

As Founder of Galah Cyber, Cole has led major security programs 
across startups, enterprise organisations, SaaS platforms, government, 
and large engineering teams.

He is an active OWASP contributor, international speaker, podcast 
host, and trusted advisor helping organisations build secure-by-design 
engineering capability.

Cole brings practical, real-world application security experience directly 
into the classroom, helping participants apply concepts beyond theory 
and into production environments.

What Past Attendees Say

Galah’s application security 
workshop was both practical and 
engaging. It gave our engineers 
a clear understanding of secure 
coding principles and how to 
apply them in their day-to-day 
work. The session helped lift our 
overall security maturity and 
improve the way we build and 
maintain our products.”

Jonathan Milgate

Chief Technology Officer, Camplify



Your Registration Includes

	 Two full days of in-person training

	 Hands-on practical labs

	 Application security exercises

	 Course materials and resources

	 Threat modelling workshops

	 DevSecOps implementation guidance

	 Access to peer learning and networking

	 Completion certificate

Upcoming Locations

Sydney 11–12 August

Melbourne 18–19 August

Investment

Individuals: $1980 per person

Student Pricing

Students: $990 per person

Student pricing requires proof of current enrolment  

and a short post-course testimonial.

All pricing shown in AUD. Includes GST



galahcyber.com.au hello@galahcyber.com.au

Ready to Build Secure Software 
Without Slowing Delivery?
Secure your seat and build practical 
application security capability 
your engineering team can apply 
immediately.

Enrol  
Now

https://www.galahcyber.com.au/
mailto:hello%40galahcyber.com.au?subject=

	Overview

